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Professional Staff Member, Health; Graham Pittman, Legislative
Clerk, Health; Jennifer Sherman, Press Secretary; Alan Slobodin,
Chief Investigative Counsel, Oversight and Investigations; Heidi
Stirrup, Policy Coordinator, Health; Sophie Trainor, Policy
Coordinator, Health; Josh Trent, Deputy Chief Health Counsel;
Jessica Wilkerson, Professional Staff Member, Oversight and
Investigations; Kyle Fischer, Minority Health Fellow; Tim
Robinson, Minority Chief Counsel; Samantha Satchell, Minority
Policy Analyst; Andrew Souvall, Minority Director of
Communications, Outreach and Member Services; and Arielle

Woronoff, Minority Health Counsel.
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Mr. Pitts. The subcommittee will come to order.

The Chair recognizes himself for an opening statement.

In today's digital connected world cybersecurity is one of
the most important, most urgent problems that we as a society face.
Indeed, a great deal of sensitive information has been entrusted
to the federal government. And as the recent breach at the Office
of Personnel Management showed, we are not always the most
sophisticated at protecting that information. We, therefore,
must always be on the lookout for opportunities to improve and
adapt to changing cybersecurity threats and realities.

As a result of an investigation conducted by the Energy and
Commerce Subcommittee on Oversight and Investigations to examine
information security at the U.S. Food and Drug Administration,
it was determined that serious weaknesses existed in the overall
information security programs at the U.S. Department of Health
and Human Services, HHS. It seems a major part of the problem
is the organizational structure in place at HHS that puts
information security second to information operations. This
stems from the fact that right now at the top official responsible
for information operations at HHS is the Chief Information
Officer, or CIO, and the official responsible for information
security, the Chief Information Security Officer, or CISO,
reports to him. In other words, the official in charge of

building complex information technology systems is also the
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official in charge of ultimately declaring those systems secure.
This is an obvious conflict of interest.

Today's hearing will take a closer look at bipartisan
legislation designed to address these organizational issues.
H.R. 5068, recently introduced by our Energy and Commerce
Committee colleagues, Representatives Long and Matsui, is known
as the HHS Data Protection Act. This bipartisan bill elevates
and empowers the current HHS CISO with the creation of the Office
of the Chief Information Security Officer within the Department
of Health and Human Services, which will be an organizational peer
to the current Office of the Chief Information Officer.

This type of structure is not novel or untested. A branch
of the Department of Defense has already implemented a similar
structure. Many industry experts such as PricewaterhouseCoopers
now recommend that CIOs and CISOs be separated, gquote, "to better
allow for internal checks and balances," end quote.

We are very lucky today to have expert witnesses who can talk
to us about not only the bill itself, but help us understand more
about the CIO/CISO relationship and why the structure currently
in place at HHS could benefit from an update. In particular, I
would like to highlight that one of our witnesses, Mr. Mac
McMillan, experienced the very structure that H.R. 5068 seeks to
create at HHS during his time working for the Department of

Defense, and we will be able to provide valuable perspective on
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how HHS might implement this reform.

Today's hearing provides members an important opportunity
to examine cybersecurity responsibilities at HHS and discuss a
bill that will help raise the visibility and priority of
information security across the Department.

I now yield the remainder of my time to Mr. Long from
Missouri.

Mr. Long. Thank you, Mr. Chairman, for holding this
hearing, and thank you to my colleague, Ms. Matsui, for her fine
work and cooperation in working with me on this important issue.

Today we live in an age of the internet. While that has
spurred faster and more efficient communication between the
American people and their federal government, it has also meant
having to confront the threat of cyber criminals. Last year this
committee released a study with alarming results which included
proof that five HHS operating divisions had been breached using
very unsophisticated means, and a non-public HHS Office of the
Inspector General report detailing seven years of deficiency
across HHS's information security programs.

It is impossible to completely eradicate the threat of
cyber-attacks, but the American people deserve to know that their
sensitive information is being safeguarded with the utmost
security.

Mr. Chairman, ensuring the safety of Americans' data is a
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vital necessity for the government agencies to operate
efficiently. The legislation we are examining today, which I
introduced along with Ms. Matsui, would restructure HHS's
positions so that prioritization will be given to meeting the
critical data security needs expressed by their Chief Information
Security Officer.

With that in mind, I look forward to the testimony of our
witnesses today.

Mr. Chairman, I yield back.

Mr. Pitts. The Chair thanks the gentleman.

Now I recognize the ranking member, Mr. Green, five minutes
for an opening statement.

Mr. Green. Thank you, Mr. Chairman, and welcome to our panel
to our subcommittee today.

Cybersecurity represents a current and growing threat to our
economy as everyday lives become more digitized. From the 2014
breach at the Office of Personnel Management and the high-profile
private sector breaches of companies like Target, JPMorgan Chase,
Anthem, we are too frequently reminded of how vulnerable we are
to security incidents involving personally-identifiable
information.

An unauthorized breach of personal information is
particularly concerning when it is sensitive information about

our health. As with the private sector, information and
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technology security management remains a challenge for all
federal agencies.

The principal law concerning the federal government's
information security program is the Federal Information Security
Management Act, FISMA. The 2002 law requires agencies to provide
information security protections for IT systems and information
collected or maintained by agencies, quote, "commensurate with
the risk and magnitude of harm that could result from unauthorized
access or disruption".

Recognizing the importance of cybersecurity and
vulnerabilities of HHS, Congress enacted the Cybersecurity
Information Sharing Act as part of the Consolidated
Appropriations Act in December 2015. CISA requires the Secretary
of Health and Human Services to review and report a plan for
addressing cyber threats and designate a clear official who is
responsible for leading and coordinating efforts within HHS and
the healthcare industry.

That law has established the Health Care Industry
Cybersecurity Task Force. Members were recently appointed to the
task force and will deliver the final report by March of 2017.
We should let HHS carry out the provisions outlined in CISA, and
I am a bit surprised by my colleague's decision to have a hearing
today on H.R. 5068, the HHS Data Protection Act, the legislation

that was recently introduced by Representatives Billy Long and
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Doris Matsui. And I thank them for their leadership on this
issue.

Unfortunately, with the last-minute timing of the hearing,
it is impossible for the Administration to testify. Having HHS's
perspective would have greatly enhanced our evaluation of the
current cybersecurity improvements efforts and this legislation,
since HHS will be carrying out the organizational reform proposed
in H.R. 5068.

Again, cybersecurity remains an issue, and today is an
opportunity to further the conversation. I look forward to
hearing from our witnesses about what the private sector and
enhanced cybersecurity, including both defensive and offensive
capabilities.

I would like to thank you, and I yield the remaining of my
time to my colleague from California, Congresswoman Doris Matsui.

Ms. Matsui. Thank you, Mr. Green, for your opening and, Mr.
Chairman, for holding this important hearing.

The intersection between technology and our health is
impacting nearly every aspect of our daily lives. As we move
toward a more connected system of care, we need to make sure our
security practices are nimble and forward-thinking to meet this
new, exciting health IT landscape.

Making technological investments in our cyber defense

systems is absolutely critical, but it is also just as important
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that our organizational structures are set up for success. The
HHS Data Protection Act that I introduced with mygood friend Billy Long would
elevate the Office of Chief Information Security Officer within HHS.

The privacy of our health data is of critical importance, and this legislation would establish HHS as a
model and leader across the federal government. It builds on the Obama Administration's Cybersecurity
National Action Plan, which created the first ever Federal Chief Information Security Officer, a dedicated senior
official in the administration focused exclusively on coordinating
cybersecurity operations across the entire federal domain.

We are already seeing the shift happen in the private sector,
and I look forward to hearing more about this from the witnesses
today.

We must also include the important perspective of HHS as the
committee continues our consideration of this legislation. A
security, connected healthcare ecosystem is better for everyone.
This health IT transformation requires a solid regulatory and
legislative foundation to work from.

I will continue to work with my colleagues in Congress on
forward-thinking solutions to combat cyber threats across both
the public and the private sector, and I do appreciate the
witnesses being here today. I look forward to your testimonies.

Thank you, Mr. Chairman. I yield back.

Mr. Pitts. The Chair thanks the gentlelady, and now
recognizes the gentleman, Dr. Burgess, five minutes for an opening

statement.
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Mr. Burgess. Thank you, Chairman Pitts, and thank you for
holding this hearing.

There are certainly more and more reasons every day to be
concerned about our health data security. Digitization of health
information has accelerated in all sectors of medicine, and
electronic data is taking the place of paper files everywhere from
research labs to hospitals, to public health departments.

I am fully committed to advancing progress towards an
interoperable universe of health information because I am
confident it will offer benefits for medical information and for
healthcare delivery.

However, this progress has brought with it threats to patient
privacy, threats to patient security, and even threats to safety,
unlike anything we have ever faced before. We have seen hospitals
that rely on electronic health records be held ransom by hackers,
demanding a fee payable in bitcoins, before they can regain access
to patient records.

This is no small victimless crime. This could be a matter
of life and death, particularly when you consider the care of a
critical-needs patient or a critical-care patient in an intensive
care setting. This is something that is being perpetrated by
sophisticated criminals who I don't think understand the
seriousness of the illness of the patients that they are dealing

with.
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We have learned that there are fundamental weaknesses in the
foundation of data security at every major division of HHS, and
that hardly inspires confidence. Although the breaches and
vulnerabilities at HHS have not been as serious in nature as
ransomware attacks in the private sector, there is no reason in
the world to just sit back and wait for that disaster to happen
and, then, be tasked with examining the smoking ruins.

Data held by the divisions at Health and Human Services
seriously affect every single American. Just a few "what ifs":

What if our enemies could hack into the CDC's systems? What
is to stop them from using our own biodefense plans against us?

If the FDA's data on clinical trials is vulnerable to
hackers, how can companies be confident that their proprietary
trade secrets and intellectual property will not be stolen?

There is no limit to the cavalcade of harsh headlines if we
don't get serious about data security at the Department of Health
and Human Services before it is too late. Mr. Long and Ms. Matsui
have taken an important first step in making data security a
priority, and I am certainly grateful that we have our witnesses
here today. I look forward to hearing from them.

And I will yield to the Vice Chair of the full committee,
Ms. Blackburn.

Mrs. Blackburn. Thank you, Mr. Chairman.

And we appreciate our witnesses being here.
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This is something that I think many of us recognize is truly
a problem. In 2003, when we did the Medicare Modernization Act,
I recommended that we put in process an orderly process and
incentives for the healthcare provider system to move to
electronic records. Well, the hospitals did not want that. So
now, what you have is kind of a mixed bag of different systems
and people that are in different places along this transition to
electronic records. What you also see —- and Politico has a great
article in today.

Mr. Chairman, we should put this article in the record
because it points out why we need this legislation.

Mr. Pitts. Without objection, so ordered.

Mrs. Blackburn. Thank you.

[The information follows:]

**********COMMITTEE INSERT 1**********
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Mrs. Blackburn. As Chairman Burgess said, interoperability
it an issue, data security protections. We still have not passed
data security or privacy legislation, breach notification, things
of that nature, out of this committee, and we should do so.

And also, going back and revisiting HIPAA, which would help
us to put in place some protections. We have seen, the hospital
industry that is in my district, they have seen some hacks,
millions of records, patient records, that have been taken and
have been exposed. This is the type of crime that happens to you.
You do not know that it is coming. You are not aware many times
until months after it has occurred. And that entire time, you
have patients that are vulnerable.

So, we thank you for helping turn the attention to
cybersecurity, and I yield back the balance of my time.

Mr. Pitts. The Chair thanks the gentlelady.

I now recognize the ranking member of the full committee,
Mr. Pallone, five minutes for questions.

Mr. Pallone. Thank you, Mr. Chairman.

I appreciate today's hearing topic on cybersecurity and
examining the cybersecurity responsibilities within HHS. I
think we would all agree that cybersecurity is a critical issue
facing us in our ever-evolving 21st century world. Everything
we do on a daily basis is more and more connected through the

internet. And when it comes to our health information, just like
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our personal information, we must find ways to improve our
systems, so that they are secure and protected.

I have said before that this committee has a long history
on cybersecurity issues. We also recently held a hearing in the
Oversight and Investigations Subcommittee in which we heard
firsthand how difficult and complicated this problem is.

Unfortunately, our ability to protect against cyber-attacks
while improving still appears to lack what is needed to prevent
these intrusions. And what we have discovered is that, while the
federal government has had their share of breaches, the private
sector is also battling these attacks.

Today we are going to examine one solution to this problem,
how an agency should be organized to encourage efficiencies and
best practices within the federal government. This legislation,
introduced by Representatives Matsui and Long, would move the
Chief Information Security Officer, CISO, to the same level as
the Chief Information Officer, CIO. Currently, the CISO is
located within the same office as the CIO and reports to the CIO.

I look forward to hearing about what this can accomplish,
but, also, if there are any shortfalls to such reorganization.
For example, would moving the system out of the Office of the CIO
create silos? Should information security considerations be
integrated into the information technology planning process

instead of in parallel, as this bill would suggest? Would this

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C.  20005-3701 www.nealrgross.com




15

bill create inefficiencies by removing responsibility for the CIO
to take into account cybersecurity? Are there major differences
between HHS and the private sector that should be taken into
account?

So, let me just say that I am disappointed we couldn't ensure
that HHS had an opportunity to be here today to express their own
views. HHS should be able to testify to whether this
organizational change makes sense from their perspective and
whether it could potentially exacerbate the problem it is trying
to solve. And this is why I wish the majority had not rushed this
hearing.

While this bill may, in fact, be a good approach and I
appreciate the efforts of our committee colleagues, the timing
of this hearing means that the committee, stakeholders, and HHS
itself have not had a chance to fully vet the bill.

Finally, Congress passed a bill at the end of last year that
requires HHS to do a thorough cybersecurity report and plan, and
I am concerned that we would move forward on these changes before
we are able to hear the outcome of this report.

We may never be able to completely eradicate the threat of
cybersecurity, but we have to take comprehensive action, and I
am glad to see this committee is exploring ways to do that.

I yield back, Mr. Chairman.

Mr. Pitts. The Chair thanks the gentleman.
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Although both sides tried to get a witness from HHS, they
were unable to produce a witness today. But we will get their
consultation, work with them, before moving on this issue.

That completes the opening statements. As usual, the
written opening statements of members will be included in the
record. We will now go to our panel. Thank you for your
attendance today, and I will introduce you in the order of your
presentation. You written testimony will be made part of the
record. You will each have five minutes to summarize your
testimony.

And in the order of your presentation, Mr. Joshua Corman,
Director of Cyber Statecraft Initiative, Atlantic Council; Ms.
Samantha Burch, Senior Director, Congressional Affairs,
Healthcare Information and Management Systems Society North
America; Mr. Marc Probst, Vice President and Chief Information
Officer, Intermountain Healthcare, on behalf of the College of
Healthcare Information Management Executives, and, finally, Mac
McMillan, Chief Executive Officer, CynergisTek, Inc.

Again, thank you for coming.

Mr. Corman, you are recognized for five minutes for your

summary.
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STATEMENTS OF JOSHUA CORMAN, DIRECTOR, CYBER STATECRAFT
INITIATIVE, ATLANTIC COUNCIL; SAMANTHA BURCH, SENIOR DIRECTOR,
CONGRESSIONAL AFFAIRS, HEALTHCARE INFORMATION AND MANAGEMENT
SYSTEMS SOCIETY NORTH AMERICA; MARC PROBST, VICE PRESIDENT AND
CHIEF INFORMATION OFFICER, INTERMOUNTAIN HEALTHCARE, ON BEHALF
OF THE COLLEGE OF HEALTHCARE INFORMATION MANAGEMENT EXECUTIVES,

AND, MAC McMILLAN, CHIEF EXECUTIVE OFFICER, CYNERGISTEK, INC.

STATEMENT OF JOSHUA CORMAN

Mr. Corman. Chairman Pitts, Ranking Member Green, and
distinguished members of the Subcommittee on Health, thank you
for the opportunity to testify today.

My name is Joshua Corman. I am the Director of the Cyber
Statecraft Initiative at the Brent Scowcroft Center for
International Security at the Atlantic Council, a nonpartisan
international policy think tank.

I am also a founder of a grassroots volunteer organization
focused on cyber safety in the internet of things called I Am The
Calvary, and an adjunct faculty for the CISO Certificate Program
at Carnegie Mellon University's Heinz College. And lastly of
note is I am one of the delegates serving on the HHS Cybersecurity
Task Force that came out of the Cybersecurity Act of 2015.

Over the past 15 years, I have been a stanch advocate of the

CISO and the emerging challenges that confront that role, and
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tried to focus on the vanguard of emerging issues, whether it be
the rise of hacktivism, the rise of nation-state espionage, or
the increase to cybersafety and cyber physical systems threats
that face medical devices, automobiles, and the like. It is an
increasingly challenging role, and I work deeply with the Fortune
50 and the Fortune 100.

I say all of this because I have had a front-row seat at the
turbulent evolutions that confront this role of the Chief
Information Security Officer and have seen the healthy and
unhealthy adaptations that the profession has taken in the private
sector and the public sector, often through business
relationships or my students at Carnegie Mellon University.

What I hope to do here is frame a few of the factors that
contribute to a successful CISO and a CISO cybersecurity program;
also, speak to some of the costs and benefits and tradeoffs of
alternative reporting structures that have been tried in the
private sector and elsewhere; also, to answer any questions as
you consider your choices.

A brief comment on the current state of cybersecurity which
I think is becoming clearer and clearer to this body. Our
dependence on connected technology is growing much faster than
our ability to secure it, and now it is affecting public safety
and human life. The breaches are getting bigger, as we have seen

with Target and Ashley Madison. The breaches are affecting
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federal agencies, as we have seen with OPM, the Pentagon, and now
HHS. And the breaches are getting more dangerous, as we are
seeing with power outages in the Ukraine or denial of patient care
at Hollywood Presbyterian Hospital due to an accidental impact
of ransomware.

I am more deeply concerned, less about the ransomware itself
with a financial-motivated adversary, but more concerned at what
this has revealed to ideological adversaries who may wish to cause
physical harm and a sustained denial of service to patient
delivery. And for these reasons, it is important that we avail
ourselves of the best practices that are emerging at the vanguard
of how we organize cybersecurity programs.

Some factors which I have noticed contribute to the success
of a CISO, a CSO, or a cybersecurity program:

No. 1, the individual qualifications of the CISO in question.

No. 2, at topic today, the reporting structure to the CIO,
CFO, general counsel, CEO, board of directors, or alternatives.

No. 3, the relationship the CISO maintains, regardless of
reporting structure, to key stakeholders throughout the
organization.

No. 4, CEO and board-level visibility and prioritization to
be supported in the execution of the mission.

No. 5 is the application of risk management principles versus

minimum compliance standards, which you often hear a quote of,
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"We can spend only on compliance mandatory spending and not one
penny more," often truncating true risk management or defensive
countermeasures that are required to fend off these modern
adversaries.

And lastly, ability for the CISO to both influence IT and
business choices, not simply IT or CIO choices. So, the scope
is expanding as well.

In general, as an observation, there is a migration away from
reporting to the CIO as an inherent conflict of interest for a
bevy of reasons which I can get into during your Q&A. And with
each of the alternative structures, you see better aspects of the
program manifest. For example, a CIO is typically concerned
about availability and uptime of IT as opposed to privacy or
sensitive information or trade secrets.

Moving simply to a general counsel, for example, typically
expresses greater focus on risk management principles on
harder-to-replace information like trade secrets, sensitive
organizational data, intellectual property, and the like.
Reporting to the CIO allows true tensions and natural conflicts
which emerge to get top full visibility on how to resolve those
differences. And reporting to the CFO often brings to bear very
rigorous accounting and audit principles, as have been introduced
by the rigor of things like Sarbanes-Oxley on the financial

services sector.
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Lastly, for 10 seconds here, essentially, there is a
tremendous value in experimentation, and I really applaud the
spirit of this bill to try an alternative reporting structure in
one agency and, if successful, it could be replicated across other
agencies to rise to these growing challenges.

I thank you for your time.

[The prepared statement of Joshua Corman follows:]

**********INSERT 2**********
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Mr. Pitts. The Chair thanks the gentleman.

I now recognize Ms. Burch, five minutes for your summary.
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STATEMENT OF SAMANTHA BURCH

Ms. Burch. Chairman Pitts, Ranking Member Green, members
of the subcommittee, thank you for the opportunity to testify
today on behalf of the Healthcare Information and Management
Systems Society in support of H.R. 5068, the HHS Data Protection
Act.

HIMSS is a global, cause-based, not-for-profit organization
focused on better health through information technology. HIMSS
North American encompasses more than 64,000 individuals plus
hundreds of corporations and not-for-profit partner
organizations that share this cause. Our organization has spent
more than a decade working to support the healthcare sector in
improving its cybersecurity posture through thought leadership,
proactive policy development, surveys, toolkits, and other
resources.

Today's hearing begins a critical conversation that mirrors
conversations occurring in healthcare organizations across the
country regarding the most appropriate approach to governance to
ensure effective data protection and incident response.

Cybersecurity has been a growing area of focus for healthcare
organizations in recent years. Highly-publicized, large-scale
breaches of patient and consumer information and other

high-profile security incidents have resulted in the increased
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hiring of Chief Information Security Officers to serve as the lead
executive responsible for safeguarding an organization's data and
IT assets. Further, the trend towards elevating the CISO to be
a peer of the CIO reflects the recognition that information
security has evolved into risk management activity historically
within the purview of other executives.

This recognition requires a reporting structure that creates
a direct channel to the CEO, CFO, general counsel, and board of
directors to facilitate management of security risk in the context
of business risk, operational, legal, financial, reputational.

For healthcare providers, a significant security incident
or breach may lead to a disruption in patient care, the primary
business mission of the organization. As such, it is clear that
healthcare organizations need a cybersecurity leader to manage
as well as mitigate security risk.

However, it is important to note that it is not simply the
organizational change of the CISO which will dramatically improve
the security posture of an organization. The right people,
processes, and technology must also be in place.

The August 2015 Report on Information Security at HHS raised
several important points related to the impact of the current HHS
CISO reporting structure and detailed the resulting internal
security challenges faced by the Department. This report

reflects the criticality of the discussion we are having today.
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Like the private sector, HHS needs programs in place that
support the specific business missions of its various operating
divisions such as CMS is the largest healthcare payer or NIH as
the government health research agency. Breaking down silos will
better position the Department to move from an audit-driven
approach to a proactive, ongoing business risk management
approach to cybersecurity that encourages information-sharing
within the Department.

Additionally, we believe that external threat
information-sharing is essential for HHS with other federal
agencies such as DHS and FBI and, also, with private sector
healthcare organizations. We see an important external-facing
role for the Office of the CISOaswell. I direct the subcommittee
to my written statement for additional details on that point.

Healthcare organizations have come a long way in building
the IT capabilities to make the goals of 21st century cures a
reality. Over the past five years, rates of adoption of advanced
EHR capabilities have increased significantly. The health
information now contained in these systems hold great lifesaving
potential.

These goals are particularly meaningful tome, as a five-year
survivor of a rare brain tumor, and to the Heinz organization after
our colleague tragically lost her 22-year-old son to cancer and

other complications last week.
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We see clearly that it is trust that will enable these efforts
to succeed, trust in the system that will house and control access
to the patient's data and trust in the public/private
collaborative effort. The HHS CISO, appropriately positioned
within the Department, will be uniquely qualified to lead this
important mission.

In closing, I would like to thank Congressman Long and
Congresswoman Matsui for their leadership on this legislation and
the subcommittee for prioritizing this issue. I look forward to
your questions.

[The prepared statement of Samantha Burch follows:]

**********INSERT 3**********
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Mr. Pitts. The Chair thanks the gentlelady.

Now I recognize Mr. Probst, five minutes for your summary.
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STATEMENT OF MARC PROBST

Mr. Probst. Thank you, Chairman Pitts, Ranking Member
Green, and members of the subcommittee. It is an honor to be here
today to testify on behalf of the College of Healthcare
Information Management Executives, or CHIME, concerning the
relationship of Chief Information Officer and Chief Information
Security Officer at the Department of Health and Human Services.

CHIME is an executive organization serving nearly 1900 CIOs
and other health information technology leaders at hospitals,
health systems, and clinics across the nation. In addition to
serving as chairman of the CHIME board of trustees, I am the CIO
and President of Information Systems at Intermountain Healthcare
in Salt Lake City, Utah. Intermountain is a nonprofit,
integrated health system that operates 22 hospitals in Utah and
Idaho and approximately 200 clinics as well as an insurance plan.
Intermountain also has over 36,000 employees.

Nationally, Intermountain is known for providing
high-quality care at sustainable costs. Essential toour ability
to deliver high-value, coordinated patient care is the proper and
effective use of health information technology. CHIME members
take very seriously their responsibility to protect the security
of patient data and devices networked to the systems they manage.

We appreciate the committee's interest in health
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cybersecurity and the role that the Department of Health and Human
Services plays in helping to combat cyber criminals. We
completely agree that cybersecurity must be a priority for HHS,
just as it is for the nation's healthcare CIOs.

While this hearing is largely focused on organizational and
reporting structures for the CIO and CIOS at HHS, CHIME believes
that the subcommittee must also look closely at how the Department
coordinates cybersecurity across its divisions. In the private
sector, reporting structures vary based on how organizations
define the role of CISO. At Intermountain Healthcare, where the
CISO reports tome, the CIO, we have made cybersecurity and privacy
a major priority and focus.

As an example, I have instructed my team, as they prioritize
their efforts each day, I would rather have our data center go
completely dark, meaning a complete loss of all of our information
systems, than to have a major breach of our data and systems.
Losing our information systems would be horrible and highly
disruptive, but our patients, members, employees, clinicians, and
others have entrusted us with their most personal data, and we
need to do all we can to protect it.

Security is not an afterthought. Everyone across the
organization needs to make it a priority. Even then, no system
is perfectly secure.

As I mentioned, at Intermountain the CISO reports directly
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to me, as CIO. 1In our organization, the CISO is focused on
developing and overseeing the implementation of the technical
strategy to achieve our security posture as well as managing our
security team. Working across information systems/operations
ensures that the technical components and processes required for
cybersecurity are in place and are managed. The interpretation
of regulations, rules, corporate policy, procedure, and
development of our strategy to achieve our security posture, what
we need to secure and how to set priorities is the role of our
Compliance and Privacy Office, which reports to the board of
directors.

While these responsibilities are organizationally separate,
our management structure helps us achieve a high level of
cooperation. My peer in Compliance and Privacy is aligned with
me; the Chief Privacy Officer is aligned with the CISO. Together,
we develop the plans and manage execution.

We have architected a cooperative model for cybersecurity
that ensures appropriate checks and balances, that facilitates
high levels of cooperation in achieving a more secure environment.
This works at Intermountain. The focus isn't on the CIO's
reporting structure. Rather, what is important is that there is
an appropriate focus and appropriate checks and balances on both
security plan development and execution.

A similar structure is employed at Penn State Hershey Medical

NEAL R. GROSS
COURT REPORTERS AND TRANSCRIBERS
1323 RHODE ISLAND AVE., N.W.
(202) 234-4433 WASHINGTON, D.C.  20005-3701 www.nealrgross.com




31

Center, where the CISO reports to the CIO. According to the CIO,
this partnership ensures tight integration and solid support for
the cybersecurity program across the entire team.

Where the CISO should report is highly dependent on how the
various roles accountability for cybersecurity are defined by the
organization. Consider some other examples from CHIME members.

At a large children's hospital, the CISO reports to the Data
Security Officer. They want to look at analytics. The CIO for
a multi-state provider reports to the Chief Technology Officer,
who, then, reports to the enterprise CIO. CHIME members at
several smaller organizations across the nation report that they
have the dual role of CISO and CIO.

There is no question that the committee's interest in this
topic is timely and efforts in the healthcare sector to improve
the industry's cyber hygiene must be met with similar efforts
within HHS.

On behalf of CHIME and my colleague healthcare CIOs, I
sincerely thank the committee for allowing me to speak to the
evolving role of the healthcare CIO, particularly as it relates
to IT security. Thank you.

[The prepared statement of Marc Probst follows:]

**********INSERT 4**********
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The Chair thanks the gentleman and now
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STATEMENT OF MAC McMILLAN

Mr. McMillan. Thank you, sir. Chairman Pitts, Vice
Chairman Guthrie, Ranking Member Green, and members of the Health
Subcommittee, thank you for this opportunity to testify today on
this important initiative.

I am Mac McMillan, CEO of CynergisTek, a firm that
specializes in providing privacy and security services to the
healthcare industry since its inception in 2004. I am pleased
to be able to offer testimony in support of H.R. 5068, the HHS
Data Protection Act. I believe my experiences as former head of
security for the OnSite Inspection Agency and the Defense Threat
Reduction Agency, as well as my experiences from the past 15 years
providing security services to the healthcare industry after
leaving government, have provided me with some unique and valuable
insights on this matter.

I have served in information security roles of one type or
another since 1982, when I first became an intelligence officer
in the United States Marine Corps and was given responsibility
for managing the battalion's classified information. 1In every
role I have had since, the protection of information systems and
data has been a core component of my responsibilities.

I sincerely support the elevation of the Chief Information

Security Officer role to a position equivalent to other senior
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leaders within the Department of Health and Human Services and,
in particular, the Chief Information Officer. When these two
positions have equal authority, are both focused on a common
mission, and work collaboratively, the CIO and the CISO form a
complementary and effective team to ensure the protection of
information assets for an organization. When there is disparity
in these relationships, there is opportunity for conflicts of
interest to arise, stifled or abbreviated discussion of risk, and
an imbalance of priorities.

One of the most often questions I get asked by healthcare
leaders today and boards is, where should the CISO report?
Cybersecurity is far and away one of the most critical issues for
our industry today, but, in particular, for healthcare, which has
emerged as a popular target for cyber criminals, hacktivists and
state actors engaged in cyber theft, extortion, and high-stakes
espionage.

Since 2009 when the HITECH Act was passed and healthcare
embarked on a wide-scale digitization of patient information,
there has been an associated and steady increase in the number
of cyber incidents in healthcare. The criminal community has
perfected its ability to monetize stolen information and has
created an elaborate dark-net marketplace for buying and selling
hacking services, techniques, knowledge, tools, and the

information itself.
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Healthcare is particularly lucrative to attack because,
unlike other industries, it represents a rare opportunity to steal
all forms of personal information, medical, personal information,
financial information, all in a single attack.

At the same time, the healthcare computing environment
represents one of the most complex and difficult to secure today.
Multiple initiatives that seek to improve healthcare, such as
Health Information Exchanges, Accountable Care Organizations,
population health, telehealth, network medical devices, cloud
services, big data, et cetera, also introduce greater challenges
in securing information because it seeks to share it more broadly
than ever before.

Add to this the sheer number of individuals accessing and
handling health information, and it is easy to see that a CISO,
let alone one in an organization as complex as HHS, has a full-time
job attempting to stay abreast of the many cyber challenges that
leadership needs to be aware of.

Security is best achieved as a top-down priority with strong
visible leadership, disciplined practices, and constant
reevaluation. What most healthcare organizations suffer from
today in this area is lack of leadership. This resolution seeks
to address the situation by creating a cybersecurity leadership
post within HHS by elevating the CISO.

Security programs are most successful when they are
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articulated from the top as an organizational or core mission
priority, when there is visibility to the program, when risk is
openly communicated and debated, and when every member of the
organization intuitively understands that security is a part of
his or her role.

In the Department of Defense, where I had the honor to serve
for more than 20 years, security is second nature and understood
from one of the most junior service member or civil servant to
the generals and senior executives who lead our military services
and agencies. In each service and agency there is a senior
security official who is a full member of the executive staff with
responsibility for ensuring the protection of organizational
personnel, assets, information, and operations. That
individual, 1like his or her counterparts, has a responsibility
to the director or service chief of staff and to the broader
protection of our national security.

From my earliest assignment as a Marine Battalion S-2 and
Information Security Officer to my position as the Chief of
Security for both OSIA and DTRA, I understood and had
responsibility to ensure the protection of information assets,
to constantly assess the risk and advise leadership on the right
course of action to mitigate the threat. At both OSIA and DTRA,
we had formal accreditation standards for information systems and

sensitive information.
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The CIO was primarily responsible for procuring, developing,
implementing, and managing information networks and systems in
support of the agency's mission. My responsibility was to test,
accredit, and monitor those information networks and systems to
ensure they adequately protected the sensitive information they
processed, stored, or transmitted. Both the CIO and I were peers,
and we worked collaboratively to meet the agency's mission as well
as the mandates from national security. The Director
communicated that information security was a priority, and every
member of the agency, we had well-defined policies, procedures,
and processes that both governed and guided our decisions and
actions. When new systems and services were contemplated or
introduced, it was necessary for security to accredit those before
they could be made operational.

This leveling of the playing field between the CIO and myself
resulted in a very collaborative environment, because neither one
of us wanted to see something held up unnecessarily and both of
us had a vested interest in deploying secure systems. So, early
on in projects, our teams collaborated. This effectively
streamlined review and testing times down the line and identified
issues early, so that they could be resolved before they impacted
accreditation.

When I had a concern, I could address it to senior staff and

the Director. Likewise, my counterpart, the CIO, could also make
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his argument when he felt security was too restrictive or
impacting productivity. Leadership then had the ability to make
informed decisions based on the merits of both of our arguments.
Mr. Pitts. Could you wrap it up?
Mr. McMillan. In conclusion, sir, I believe that this is
a very necessary act for HHS to take.

[The prepared statement of Mac McMillan follows:]

**********INSERT 5**********
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Mr. Pitts. The Chair thanks the gentleman, and thanks to
each of the witnesses for your testimony.

I will begin the gquestioning and recognize myself for five
minutes for that purpose.

We will start with you, Mr. McMillan. One of the concerns
we have heard with this proposal is that, because the roles of
CIOs and CISOs are well-established throughout the federal
government and many federal government mechanisms rely on those
roles being the same across departments, that any change at HHS
will disrupt HHS's ability to coordinate cybersecurity activities
with the rest of the government.

How did you coordinate with other federal departments and
agencies when you were Director of Security with the Defense
Threat Reduction Agency?

Mr. McMillan. Thank you, sir.

We actually had a very formal process for doing that. The
accreditation process for all of our systems within the Department
of Defense depended on everybody in the Department following that
accreditation process. So, all of the Directors of Security
across the defense agencies and across the military services were
essentially all marching to the same drum, if you will, in terms
of how we managed our environments and how we accredited our
systems.

We did that so that we could create a trusted environment
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between all of us to facilitate the sharing of information. We
did that, also, with other departments and other agencies
throughout the government in order to share information there,
because, as you know, the military services and DoD share
information with the intelligence community, with Justice, and
many other departments, as we work in interagency operations.
So, we had to have a structure. So, that structure actually
facilitated the ability for that communication to happen in a very
effective way, in a very smooth way.

Mr. Pitts. Did the fact that you were ultimately
responsible for cybersecurity and not your CIO counterp